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General comments
VCE VET Information and Communications Technology (ICT) is a scored VCE VET program examining five VET units of competency, covering ICT advice, ICT maintenance and repair, home and office networks, basic system administration, and IP, ethics and privacy policies in ICT environments.   
Teachers and trainers should ensure that all the requirements of the units are understood by students in a relevant industry context. It is important that students are familiar with the elements, performance criteria, performance evidence, knowledge evidence and foundation skills required. While some of these are assessed in class through practical activities, exam questions may include scenarios directly related to any component of the units.
[bookmark: _Hlk185417044]The VCE VET Information and Communications Technology course contains content about intellectual property and ethics. Students are reminded to consult examinations from 2022 onwards for examples that will assist them in developing an understanding of the scope of these areas. The IP Australia website contains significant relevant information, written at the appropriate level, about how intellectual property works in Australia. The Australian Privacy Principles give students a set of principles to follow with regards to industry practice.
A key area for improvement is ensuring that students understand the difference between legal and ethical issues. Teachers and trainers are encouraged to spend appropriate class time on this.
This year’s examination contained several questions about consent. In reality, a business should not act unless consent is communicated in writing, or is accepted as part of a privacy policy. In some of the simpler scenarios, the word ‘consent’ was accepted to mean ‘written consent’. Students are encouraged to use the term ‘written consent’ in their responses.
Specific information
Note: Student responses reproduced in this report have not been corrected for grammar, spelling or factual information.
This report provides sample answers, or an indication of what answers may have included. Unless otherwise stated, these are not intended to be exemplary or complete responses.
The statistics in this report may be subject to rounding, resulting in a total of more or less than 100 per cent.


Section A – Multiple-choice questions
The table below indicates the percentage of students who chose each option. Correct answers are indicated by bold text and shading.
	Question 
	Correct answer
	%A
	%B
	%C
	%D
	Comments

	1
	B
	15
	49
	27
	9
	While the first three are all protocols, the key word here was ‘network’. ICTSAS310 Element 2.5 refers to industry standards when installing network software, and students need to know these if they are to install a network.

	2
	D
	8
	35
	3
	55
	Students need to be aware that intellectual property encompasses copyright and more.

	3
	C
	16
	12
	71
	1
	

	4
	C
	9
	36
	49
	6
	ICTSAS305 Element 2 outlines a list of tasks required when providing advice. Students should be familiar with these.

	5
	D
	18
	3
	13
	67
	

	6
	D
	8
	0
	1
	90
	

	7
	B
	2
	97
	1
	0
	

	8
	A
	85
	10
	3
	2
	

	9
	B
	11
	79
	2
	9
	

	10
	A
	52
	10
	1
	37
	

	11
	A
	86
	4
	5
	5
	

	12
	A
	80
	18
	1
	0
	

	13
	C
	1
	9
	28
	61
	Option A suggested a ping test. This would not help. Option B suggested changing the service set identifier (SSID), which would not help. Option D suggested monitoring staff, which would not help. Only Option C contained three protections that would have assisted in a flood.

	14
	D
	13
	29
	3
	55
	

	15
	D
	22
	2
	6
	71
	

	16
	A
	29
	11
	1
	59
	File transfer protocol (FTP) involves data leaving the network and passing through the internet, making it vulnerable to a breach. Many students chose integrated file-sharing protocol, which, while it may be hosted externally, is usually quite secure and access is only for approved users.

	17
	C
	13
	23
	29
	35
	No document should be deleted during a system restore. This meant that Option C was the only possible answer.

	18
	B
	40
	53
	3
	3
	

	19
	B
	1
	40
	29
	30
	The two individuals are not cooperating. 

	20
	D
	20
	2
	16
	62
	


Section B – Short-answer questions
Question 1
	Marks
	0
	1
	2
	Average

	%
	20
	16
	19
	1.9


A modem is a networking device that allows you to connect to the internet: 
distributing packets
distributing internet.
A router connects two or more networks together or connects forwarding data packets to the correct IP address.
Only one was mark allocated when a student made a statement regarding connection to the internet without specifically outlining the function of each.
Responses needed to show that the device colloquially referred to as a modem or router is a box containing several devices. Frequently, responses confused the role of these two devices.
Question 2a.
	Marks
	0
	1
	2
	Average

	%
	6
	18
	76
	1.7


Relevant responses included:
text spaces for typed responses such as:
optional client personal details
description of tasks completed by Alice
short comment on performance
radio buttons for yes/no responses
instructions on how to fill out the form
help link
a section to allow ratings for perceived performance (star rating, feedback boxes, etc.)
check boxes or drop-down selectors for identifying standard tasks.
Responses needed to relate to the form itself and its development. Listing responses was accepted.


Question 2b.
	Marks
	0
	1
	2
	Average

	%
	8
	37
	54
	1.5


Example response:
Why it is important:
Instructions are important to enable reliable and useful information to be gathered.
It should never be assumed that the client will know how to complete forms that are technology-based, and possibly use unfamiliar standard symbols, when they do not have the option of talking to a person to ask questions.
Ensure accuracy about data.
Why alternative methods should be provided:
It is important to provide alternative feedback methods, as not every client will have reliable access to the technology required to complete online feedback.
Clients may be reluctant to provide data via online processes.
Inclusivity or accessibility. 
Question 2b. had two parts. Some students provided excellent and long responses to one part of the question only. Students are encouraged to look at the marks allocated as a guide to how many parts their response should have.
Question 3 
	Marks
	0
	1
	2
	Average

	%
	17
	50
	33
	1.2


Relevant responses included:
cartridge numbers used
dates of swaps need to be recorded
paper usage / number of copies
ink usage per page
frequency of restocking
how many printers the school has
how long delivery takes
frequency of visits
current stock the school has before ordering more.
Two distinct ideas needed to be included, not one idea plus an explanation. The answer related to data collection of cartridge use only.
Common incorrect responses included: 
collecting the type of printer (the question indicates that this is already known)
collecting error logs (this does not provide information about consumption).
Common examples of answers that were too similar were ‘toner’ and ‘ink’. 
Question 4a. 
	Marks
	0
	1
	Average

	%
	64
	36
	0.4


Relevant responses included:
gain permission
consent
approved.
Referring to the Copyright Act 1968 was not sufficient for a mark. ‘Consent’ was accepted as a response for this question as it equated to gaining permission. However, students are encouraged to write ‘written consent’ rather than just ‘consent’ to ensure they demonstrate understanding of how consent works.
Question 4b. 
	Marks
	0
	1
	2
	Average

	%
	48
	32
	20
	0.7


applies when the works are privately owned, copyright 
does not apply when the user is the owner of the work, when it is for public use, or labelled as free for commercial use
Sample response:
The Copyright Act does apply to copyrighted information such as a video on YouTube. The Copyright Act
does not apply in this situation if the video is yours and only you have rights.
Responses that scored highly clearly identified when legal protection does and does not apply in a business setting. Some students commented on a situation where the video is viewed only privately. However, the question was about including the video on a business website, so this response was incorrect. 
Students are reminded to consider the stem of the question when they formulate their response. Referencing the author is not sufficient for breaking copyright in a business case. 
Question 5a. 
	Marks
	0
	1
	Average

	%
	51
	49
	0.5


alternative CAT5/6/7 (fibre not cost efficient) 
powerline adapter for NBN
A range of CAT numbers was accepted for this response, as technology is developing quickly and students may have various exposures to ethernet. Some responses, however, described only ‘ethernet’, which was too general. 
Wireless was not an accepted response, as the question asked for a wired alternative. 


Question 5b.
	Marks
	0
	1
	2
	Average

	%
	24
	30
	46
	1.2


Relevant responses included: 
inexpensive
easy to lay
easy to terminate
readily available
electromagnetic interference reduced (EMI)
fast data transmission.
Marks were allocated as long as cost and how it works were explained.
Question 5c.
	Marks
	0
	1
	Average

	%
	37
	63
	0.7


Relevant responses included:
wireless access point (WAP)
wireless extender
access point.
Some responses suggested various other network equipment. While useful, these do not solve the issue of the wireless dropping out. Common incorrect responses included ‘switch’ and ‘stronger wireless’. Correct responses needed to be ‘wired’ and ‘solve the issue of the wireless dropping out’. 
Question 6
	Marks
	0
	1
	2
	Average

	%
	1
	9
	25
	2.8


Relevant responses included:
Will the computers be used all day?
Are large amounts of data used and stored?
What upload and download speeds are needed?
Will the organisation need its own servers or use a cloud-based service?
What are the must-haves and the nice-to-haves?
What other devices need to be used on the same network?
How much space is available and what are the environmental conditions?
Is there provision for training staff in the use and maintenance of computer hardware?
Does the organisation have policies in place regarding procurement (e.g. minimum warranties, buying local, sustainability, approved suppliers etc.)?
How are purchases approved?
What is this technology going to be used for?
Do you need to go through a financial controller?
Do you have the authority to make certain purchases without permission?
Do you require any specific software?
Do you require a specific operating system?
What is your power supply into the building?
Responses that did not score highly included:
questions about the existing computer/software or number of computers/phones required 
those related to people/logins
questions about software licences 
repeated questions 
very specific technical questions that you could not assume Barry would comprehend.
Students are reminded to check that their ideas and questions are not repeated more than once. Each response must be listed as a question.
Question 7a.
	Marks
	0
	1
	2
	Average

	%
	71
	13
	16
	0.5


Relevant responses included the following.
Role:
it is a system that converts the human readable name (URL) of a website into a computer-readable form called an IP address, which consists of just numbers, and vice versa
provides the IP address of the domain
provides the names of the domain.
Business link:
allows for easy referencing of the devices on the network
allows customers to access the website
routes traffic to the website
stores the domain name on the server
caches common websites on the server to increase speed.
Marks were not allocated to responses that only stated what DNS (domain name system) stands for, as this was not relevant to the question. If a response stated what DNS stands for and then answered the question, marks were allocated, and the definition was regarded as superfluous.


Question 7b. 
	Marks
	0
	1
	Average

	%
	81
	19
	0.2


Relevant responses included: 
no need for memorising IP addresses
DNS servers provide a nifty solution of converting domain or subdomain names to IP addresses
allows use of URLs, which are easier to remember than IP addresses
domain names listed.
Responses to Question 7a. and Question 7b. needed to differ.
Question 7c. 
	Marks
	0
	1
	Average

	%
	69
	31
	0.3


Relevant responses included: 
need to have some knowledge of how it works to set it up and maintain it
maintenance costs
licensing costs
DNS are slow to update, so a change takes a while to propagate
if hacked, IP addresses can be redirected.
High-scoring responses did not just say it was slow – they provided some context. 
Question 8a. 
	Marks
	0
	1
	Average

	%
	67
	33
	0.4


Relevant responses included: 
indicates a link
transference of data
successful connection
establishing a connection.
Many responses were focused on the slow speed and discussed a problem or the fact that no internet connection was present. Students are expected to have connected a cable to a port and observed that it works as part of their studies in ICTSAS310.


Question 8b. 
	Marks
	0
	1
	Average

	%
	81
	19
	0.2


Relevant responses included: 
a ping sends packets of data and receives a response 
send and receive data.
To demonstrate an understanding of how a ping works, responses needed to mention seeking a data response as this, or the lack of it, indicates the problem.
Question 8c.  
	Marks
	0
	1
	2
	Average

	%
	25
	35
	39
	1.2


Sample response: 
IP addresses are on different subnets and need to be changed to the same. Since the printer is new it should be changed to 172.16.1.x where x is a number between 1 and 254 but not 5.
The word ‘subnet’ was not required – responses only needed to say that the third numbers are different and that they need to be the same. ‘Different network’ or ‘unable to communicate’ were acceptable. Responses could be allocated one mark without specifically mentioning the IP address numbers.
Question 8d. 
	Marks
	0
	1
	Average

	%
	67
	33
	0.4


DHCP 
If the acronym was written in words and was slightly incorrect, it was accepted.
Question 9a. 
	Marks
	0
	1
	2
	Average

	%
	9
	35
	56
	1.5


Relevant responses included:
eye strain through use of a small phone screen
back and neck strain due to poorly adjusted chair
slouching on the couch
hand, wrist and back strain.
Most responses identified the two problems – her posture and her eyesight. Responses needed to be two distinct ideas and not ambiguous or too close to one another. Several responses mentioned electrocution from the faulty monitor; however, the risk of electrocution was not suggested in the question.
Question 9b.
	Marks
	0
	1
	2
	Average

	%
	8
	25
	67
	1.6


Relevant responses included:
Sit at her desk to avoid postural strain.
Provide an adjustable chair of appropriate height to avoid wrist and hand strain.
Carry out maintenance on the screen connection.
Replace the screen to avoid eye strain.
Use a laptop stand.
Use a keyboard and mouse.
Question 10
	Marks
	0
	1
	2
	Average

	%
	15
	27
	27
	1.9


Legal obligation:
consent
written consent
de-identify the data
evidence of consent
adhere to the Act.
Consequence:
fined
imprisoned.
Ethical obligation:
do no break trust
do not break social responsibility
maintain social integrity.
Consequence:
lose business
lose reputation.
Responses about illegality did not score highly, as this was an ethics question. Responses occasionally went off topic and discussed the authenticity of the PhD student. A suggestion for students to help them stay within the scope of the question when answering questions with people in the stem is to address the person: for example, ‘Abby should …’
Question 11a.
	Marks
	0
	1
	2
	Average

	%
	13
	48
	39
	1.3


Relevant responses included: 
data security
links to social media 
compromise your private information
compromise emails 
compromise social media accounts
access bank accounts 
unauthorised access to smart devices
network penetration points increased
harder to defend against malware and intrusion
denial of service
Is my password strong enough?
How do I change the default logins on devices?
Students are reminded that two distinct items were needed to score highly for this question.
Question 11b.
	Marks
	0
	1
	2
	Average

	%
	16
	14
	70
	1.6


Relevant responses included:
Use the screen lock on your smartphone to ensure no one can access it in your absence.
Ensure all your computers and smartphones are password protected. Use strong passwords that are difficult to crack and, above all, don't use passwords that are easy to guess.
Ensure your main computer account is not at an administrator or root level. If a hacker gets in, this will limit what they can do to your system, since they won't have administrator privileges.
Change the default username and password on your router. Changing the name will stop hackers being able to guess the device or network you’re using. 
Use wi-fi protected access (WPA) authentication to create a secure network.
Use firewalls on any computers and on your router. Most routers have a firewall built into their hardware, but it must first be enabled by the user.
Check the router’s security features and if it doesn’t offer you good security features, replace it with one that includes service set identifier (SSID), wi-fi protected access 2 (WPA2) or guest network options.
Use strong security software on your computers and smartphone to avoid installation of malware or infection by viruses. Use an antivirus software package that will provide an all-in-one cybersecurity solution for your smart home.
Always run security patches and updates and keep your software up to date. Outdated software has vulnerabilities that are easy for hackers to exploit.
Use two-factor identification for logins to include an extra layer of security.
Use a virtual private network (VPN) to increase security by hiding user location or identity
Question 11c.
	Marks
	0
	1
	2
	3
	Average

	%
	8
	20
	52
	20
	1.9


Sample response:
Emily should be concerned that her data has been stolen. (Explain breach).
Emily needs to change passwords for all smart home-related products and food purchasing apps. (What to do).
Emily may now be more prone to phishing, scams and identity theft. (Consequence).
Many responses explained the breach and made suggestions but did not state the consequence/impact.
Question 12
	Marks
	0
	1
	2
	3
	Average

	%
	33
	36
	24
	7
	1.1


Similarities:
legal protections of creations of the mind
copyright is a form of IP
execution of an idea.
Differences:
Copyright is specific to the rights of the creator or the copyright holder and is automatically granted.
Some forms of IP, such as trademark, are not automatic and must be applied for.
Copyright protects the material expression of an idea but not the idea itself.
Copyright is applied automatically – IP is not. 
Significance:
An idea can be IP, but if it is not written down it is not automatically copyrighted, and therefore you are not able to earn money for or control it.
The question asked students to compare similarities and differences and to identify the significance of these. Responses that did not score highly did not include the significance.
Example of a response that covers similarities, differences and significance:
Intellectual property (IP) is a term used to encompass a range of legal rights that protect the creation of the mind and creative effort. Patents, trademarks and registered designs are examples of IP, as is copyright. Copyright refers to the rights granted to the creators or copyright holders of original works.  Copyright protects owners’ rights to control how their works are used and is granted automatically in Australia as soon as the idea is written. Generally, permission must be obtained from the copyright holder before using work protected by copyright. Copyright protection lasts for a specific period of time. Once that period has ended (usually 70 years after the death of the creator), the work can be used without the need for permission or payment, however the overarching legal protections of intellectual property still exist after this time.
Sample response that covers similarities, differences and significance:
Copyright is a specific type of IP right that protects original works of authorship. IP goes further and includes creations of the mind, designs and symbols and includes patents, trademarks, trade secrets and industrial designs. IP protections generally last for 20 years (patents) or are indefinite (trademarks), whereas copyright is valid only for a certain period.
Question 13 
	Marks
	0
	1
	2
	3
	Average

	%
	30
	32
	25
	13
	1.2


Ethical dilemma:
Is it fair to use other students’ print credit for their own use? (fairness)
Should he tell IT about the loophole? (honesty)
He is aware his friend is doing the wrong thing, but he can gain an advantage by this.
Impacts: 
loss of friendship
loophole gets fixed
revoked printing privileges
regret/guilt
school-based punishment if caught.
Responses needed to identify any two distinct ideas related to Ray and not others, as per the question. Lower-scoring responses focused on theft and other legal issues.
Question 14a.
	Marks
	0
	1
	2
	3
	Average

	%
	9
	32
	45
	14
	1.7


Sample response:
An antivirus system is like a digital security guard for your computer. It protects your computer from harmful bugs and viruses that could sneak in and damage your important data. Think of it as a shield that keeps out unwanted intruders, ensuring that your digital farm stays healthy and runs smoothly. Without it, your computer could be vulnerable to all sorts of digital ‘pests’ that might harm the important information you’re working with.
Many responses revealed difficulty in avoiding technical jargon. Sometimes this was necessary; therefore, responses that used one technical term in the explanation were regarded as using everyday language and awarded the mark. 
High-scoring responses addressed Carl directly. This strategy helped responses stay on task. High-scoring responses provided imaginative descriptions in which students compared malware to foxes after Carl’s sheep. While not necessary, this again helped to keep students within the scope of the response. 
Question 14b.
	Marks
	0
	1
	2
	3
	Average

	%
	5
	10
	33
	52
	2.3


Advantage: 
Accessibility: cloud backup allows you to access your data from anywhere with an internet connection.
Convenience: this flexibility is handy if you ever need to work remotely or access critical information while you’re away from the farm.
Automatic and continuous backups: cloud backup systems often provide automatic and continuous data backups. This means your information is regularly and seamlessly updated without requiring manual intervention.
Data continuity: ensures that you always have the latest versions of your data available.
Scalability: cloud services can scale with your business. As your data storage needs grow, many cloud backup providers offer scalable solutions, allowing you to easily expand your storage capacity without the need for significant infrastructure changes.
Data security: reputable cloud services invest heavily in security measures and redundancy.
Redundancy: your data is stored in multiple locations, often with encryption and advanced security protocols, reducing the risk of data loss due to physical damage, theft or other disasters.
Disadvantage: 
Dependency on internet connection: cloud backup relies on a stable internet connection. If your internet goes down, it may affect your ability to access or restore your data promptly. This can be a challenge, especially during critical times.
Costs over time: the cumulative costs of cloud services over time can add up. As your data grows, you may end up paying more for additional storage, which could become a significant operational expense.
Security concerns: there's always a small risk of unauthorised access or data breaches. It’s crucial to choose a reputable cloud service provider with a strong track record in security to minimise this risk.
Limited control over infrastructure: this means you have less direct control over the infrastructure and security measures. If the provider faces technical issues or changes their policies, it might affect your data management.
Question 14c.
	Marks
	0
	1
	2
	Average

	%
	26
	39
	35
	1.1


Relevant responses included:
at least eight characters
memorable
include letters and numbers 
symbols
capitals
different passwords for different accounts.
Responses that described what not to do, or that recommended ‘change passwords’ or ‘use two-factor authentication’ were not accepted.
Question 15a.
	Marks
	0
	1
	Average

	%
	52
	48
	0.5


$3 million
Many students indicated that they did not know this. To understand organisational privacy policies in Australia, it is highly recommended that students become familiar with the Australian Privacy Principles. 
Question 15b.
	Marks
	0
	1
	2
	Average

	%
	63
	25
	12
	0.5


The pool had in its terms / privacy policy that the information could be shared.
They had the parent’s or individual’s signature/consent on the form.
Responses about sharing information in emergency situations were not accepted.
Question 15c.
	Marks
	0
	1
	2
	3
	4
	Average

	%
	12
	22
	35
	18
	13
	2.0


1. Contain: Reni needs to take all action possible in order to stop any further loss of information (e.g. install malware protection and turn off his phone).
2. Assess: Reni needs to consider if the data breach would cause harm (this would be based on the volume of personal data).
3. Notify/inform: Reni needs to tell parents in writing that the breach has occurred and describe the nature of the breach.
4. Review: Reni needs to review his internal process 
Responses that listed each step received one mark each, even if the specific words ‘contain, assess, notify and review’ were not used. Many responses suggested multiple notifications; however, this step was only counted once.
Question 16a.
	Marks
	0
	1
	2
	Average

	%
	51
	30
	19
	0.7


Relevant responses included the following.
Positive non-verbal communication: 
can help to diffuse a situation where the client may be upset
can make a client feel as though you care and are interested in their issue
can reassure the customer that they are being listened to 
displays confidence in your ability
builds trust because the customer feels valued / listened to.
Question 16b.
	Marks
	0
	1
	2
	3
	Average

	%
	21
	18
	28
	34
	1.8


Relevant responses included:
Always look at your client.
Use your hands to demonstrate what you are saying.
Don’t fidget or get distracted.
Stand up straight.
Appear interested.
Lean forward and listen.
Practise with friends/family.
Watch videos about how to use body language.
Get coached.
Many responses confused Question 16a. and Question 16b. Students are reminded to read each word in the questions carefully. 
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